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AND OTHER MISCHIEF

HOW EMAILS CAN DECEIVE YOU
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In a world where we taught people how to spot phishing...
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In a world where we taught people how to spot phishing...
..attackers would write more convincing phishing emails.



lutra security‘?

A KONSTANTIN
WEDDIGE

e Co-founder of Lutra Security
TR e Mathematician and Security Researcher
) PR AR e Local Politician BA Milbertshofen




WHY DOES PHISHING EVEN
WORK?
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PHISHING EXPLOITS TRUST

e |N the situation
e INthe sender
e iNn the medium (e.g. emaill)
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KOBOLD LETTERS

e Conditional formatting of HTML emails
e Different content before and after forwarding
e https://lutrasecurity.com/en/articles/kobold-letters/



https://lutrasecurity.com/en/articles/kobold-letters/
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.kobold-letter {
display: none;

}

.moz-text-html> >, kobold-letter {
display: block ;
}

This text is always visible.
"kobold-letter">This text will only appear after forwarding.
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.kobold-letter {
} dlS play . none,; & Reply (ﬁﬂ Reply All| v || @ Forward
From g

Konstantin

.moz-text-html>
display: block

} This text is always visible.

subject Kobold letter

This text is always visible.
"kobold-letter">This text will only appear after forwarding.
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</ Send rﬁ Encrypt ﬂ)SIMIME v o [ Spelling v X Save Vv ) Attach v =8 CardBook

From Konstantin Weddige Cc Bcc »

Te
.kobold-lett ’
dis pl ay: n Subject | Fwd: Kobold letter
} Variable Width -
.moz-text-ht
display: b ———— Forwarded Message -
} ~ Subject:Kobold letter

Date:_Fri, 25 Oct 2024 07:32:58 +0000
| Frum:_
Reply-To:
To:Konstantin

This text 1
"kobo

This text is always visible.

English (United Kingdom)
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- - 2 CardBook
From Me @ Reply & Forward
To Me »”
subject Fwd: Kobold letter
.kobold- letts _
display: n fy

Paragraph *
h e - Forwarded Message --——---

fyi Subject:Kobold letter
.moz-text-ht Date:Fri, 25 Oct 2024 07:32:58 +0000
dis play: ol Fo From:
} Subject: Reply-To:

Date: To:Konstantin

~ From:
Reply-To:

To: . , . .
This text is always visible.

This text 1
"kobo This text will only appear after forwarding.

This text |

English (United Kingdom)
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WHAT CAN WE DO ACAINST |17
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e Get rid of HTML emaill
= Nnice, but unrealistic
e Remove complicated formatting
= e.g. Thunderbirds Simple HTML
e Forbid <style> blocks in emalil
= reliable, but will ruin mMmost newsletters
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ITHE GOOGLE CASE
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.kobold-letter {
display: none;

}

This text is always visible.
"kobold-letter">This text will only appear after forwarding.
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KObOld |etter 3 Inbox x

Hello,

We had issues to transfer the money for the transaction 1234.

Could you please forward this to your accountant.

Mr. Hacker

.kobold-lette
display: na .
) Please

This text i To: Konstantin (@gmail.com>
"kobo

the money fo

th

r the transactior

rward this to your accountant.

........................... S Sy i A Ry

Mr. Hacker

) v-00608672
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. kobo'ld
disp

This t

KObOld |etter 3 Inbox x

to Konstantin -

Konstantin Weddige - @googlemail.com= @ & Reply| & Forward Ar‘chiu‘e Q{J Junk ﬁ' Delete | More v
Me 24.10.2024, 16:54

Subject Fwd: Kobold letter

Please deal with this.

---—---——- Forwarded message -———--—-
From:

Date: Thu, 24 Oct 2024 at 16:53
Subject: Kobold letter

To: Konstantin @gmail.com>

Hello Konstantin,
| just got confirmation that the drawing | told you about last week is a genuine van Gogh.

We had it carbon-dated and our expert found no issues. If you manage to transfer the money by tonight, | can
secure it for you. Please use "VG-000" as the reason for the transaction.
The amount would be as discussed 1234000€ and the account DE02100100100006820101.

Could you please give my regards to your wife? | look forward to playing golf with you both this weekend to
celebrate this deal. But be prepared to add a few more losses to your score. | have been playing golf with my
accountant twice a week.

Mr. Hacker

P 2060827 ¢
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. kobo'ld
disp

This t

KObOld |etter 2> Inbox x

to Konstantin -

Konstantin Weddige - @googlemail.com= @ & Reply| & Forward Ar‘chiu‘e Q{J Junk '[ﬁ]' Delete | More v
Me 24.10.2024, 16:54

Subject Fwd: Kobold letter

Please deal with this.

---—---——- Forwarded message -———--—-
From:

Date: Thu, 24 Oct 2024 at 16:53
Subject: Kobold letter

To: Konstantin @gmail.com>

Hello Konstantin,
| just got confirmation that the drawing | told you about last week is a genuine van Gogh.

We had it carbon-dated and our expert found no issues. If you manage to transfer the money by tonight, | can
secure it for you. Please use "VG-000" as the reason for the transaction.
The amount would be as discussed 1234000€ and the account DE02100100100006820101.

Could you please give my regards to your wife? | look forward to playing golf with you both this weekend to
celebrate this deal. But be prepared to add a few more losses to your score. | have been playing golf with my
accountant twice a week.

Mr. Hacker

P 2060827 ¢
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SALAMANDER MIME

e Exploitation of missing key commitment in S/MIME
e Different content for each recipients
e https://lutrasecurity.com/en/articles/salamander-mime/



https://lutrasecurity.com/en/articles/salamander-mime/
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INVISIBLE SALAMANDERS™S

ast Message Franking: From Invisible

alamanders to Encryptment

evgenly Dodis, Paul Grubbs, Thomas Ristenpart, and
oanne Woodage

f London

e Attack against Facebook's attachment franking scheme
- e Missing key commitment
T L e AES-GCM

. End-to-end encryption would seem to prevent the provider from verifying that the

our results

r that the

ed compactly

t CRYPTO 2018, This is the full



https://ia.cr/2019/016
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ADOPTION FOR S/M\ME

1. Use AES-CBC instead of AES-GCM
2. Construct suitable emails
3. Assemble everything
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Plaintext Plaintext Plaintext

[ITTTTTTTTTTT] [ITTTTTTTTTTT] LITTTTTTTTTTT]

Initialization Vector (

[IIIITITITIIT]——
Key — > block apher Key — > block apher Key _ block C|pher
encryption encryption encryption

[IIITTITTITTIT] [IIITTITTITITTIT] [IIITTTTTTITTTT]
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption
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Plaintext Plaintext Plaintext

[ITTTTTTTTTTT] [ITTTTTTTTTTT] LITTTTTTTTTTT]

Initialization Vector (

[LITTTITTTITITT]——

Key 1— > block apher Key 2— > block apher Key 1— block C|pher
encryption encryption encryption

'

[IIITTITTITTIT] [IIITTITTITITTIT] [IIITTTTTTITTTT]
Ciphertext Ciphertext Ciphertext

Modified CBC mode encryption




lutra security‘f

.

Plaintext 1

Plain A

Plain B
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Plaintext 1 Ciphertext
Plaintext

Plain A

Plain B

Plain B

Padding
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Plaintext 1 Ciphertext
Plaintext

Plain A Garbage i Garbage

Plain B

Plain B

Padding
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I'HE EMAIL

Message |

Content-Type: multipart/alternative; boundary="salamander-mime"

--salamander-mime
Content-Type: text/plain; charset="us-ascii"

Axolotls are the best salamanders.

- -salamander-mime
Content-Type: text/foo

Message 2

vWVoXzg23KT4B!kftplgH1*KZM!415dhTkPnRcHFwM



lutn:securky“ A

y D

I'HE EMAIL

Message |

#1DALuUu2bV*Uh1DruHK8N#51cy3W8owndQLac@k@BQP#mNebmh5cSsF!avCCHGoP

gSVTSw$84 ! b1 7XYST
JCYqgvTamABbe* rnMNL@&H$ZnNN6 cCHOE#gXNg#*T6G/AZ

K6EH!RKmzJIBkWVAdcck#j 'uXoURqJ4dYh9

HMgo3v4hy*dMPR%5n
1J%#5Su@#ArmBo#$zW/5AH

Message 2

Content-Type: text/plain; charset="us-ascii"

Fire salamanders are the best salamanders.
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ITHE ENVELOPE

e Create S/MIME message according to S/MIME 4.0 (RFC 8551)
e The enveloped data (RFC 5652) includes

m Encrypted content

m Encrypted content-encryption keys per recipient
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AFFECTED CLIENTS

e Thunderbira
e Fvolution
e Outlook

= Every S/MIME client is affected



lutra security‘*

Q B = x

> openssl smime -decrypt -in example.eml -recip alice.pl2

Enter pass phrase for PKCS12 1import pass phrase:

Enter pass phrase for PKCS12 import pass phrase:

Content-Type: multipart/alternative; boundary="salamander-mime"

--salamander-mime
Content-Type: text/plain; charset="us-ascii"

Axolotls are the best salamanders.

--salamander-mime
Content-Type: text/foo

G ' C5 QDGR 1 XD
X €G3\ T GRRRRN ER) 74 Q . D, Rt G 5 R i S
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Q = x Q = x
> openssl smime -decrypt -in example.eml -recip alice.pl2 > openssl smime -decrypt -in example.eml -recip bob.pl2
Enter pass phrase for PKCS12 import pass phrase: Enter pass phrase for PKCS12 import pass phrase:
Enter pass phrase for PKCS12 -import pass phrase: Enter pass phrase for PKCS12 -import pass phrase:
Content-Type: multipart/alternative; boundary="salamander-mime" b : € CE MR F GO € 701G LG Gy ) 3O GO H P c GOV ©
KD ©
--salamander-mime D Vb O QO GUNREU L , GO mGD? RO BLGQ, cOIT> 14U > GO ah GOtk € 5P G00Or .
Content-Type: text/plain; charset="us-ascii" 5€) DB {
GO O VD) ~ @ VoD YR, GoF VxR U
Axolotls are the best salamanders. Content-Type: text/plain; charset="us-ascii"
—--salamander-mime Fire salamanders are the best salamanders.
Content-Type: text/foo
>

G ' C5 QDGR 1 XD
X €G3\ T GRRRRN ER) 74 Q . D, Rt G 5 R i S
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Q = x Q = x
> openssl smime -decrypt -in example.eml -recip alice.pl2 > openssl smime -decrypt -in example.eml -recip bob.pl2
Enter pa Enter pass phrase for PKCS12 import pass phrase:
Enter pa Enter pass phrase for PKCS12 import pass phrase:
Content- b ; € RE MRG0 € 7160k .G Gy ) 3 € GO HP c SN ©
KD @
—-salama € 5 Q GOy GONRE UL , G0 MR 2 QL RGBLU Y, cCRTT> 14> GRE ah GO 5P G .
Content- & Gﬂéﬂ SQD%@{
e | DR O R ~ o R R, e s o U >
Axolotl rom mallory@examplé.com @) Content-Type: text/plain; charset="us-ascii"
RN 10 alice@example.com @, bob@example.com @ 04.11.2024, 20:18 Fire salamanders are the best salamanders.
Content-|
Subject Salamander MIME S/MIME @/ >

Axolotls are the best salamanders.

G0 ' c5¢ (2 Done
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Q B = x Q B = x

> openssl smime -decrypt -in example.eml -recip alice.pl2 > openssl smime -decrypt -in example.eml -recip bob.pl2

Content- & Gﬂéﬂ & Gqéﬂ vV @

PSP From mallory@example.com @ From mallory@example.com @

To alice@example.com @, bob@example.com @ 04.11.2024, 20:18 ' To alice@example.com @, bob@example.com @ 04.11.2024, 20:18

--salama
Content-

Subject Salamander MIME S/MIME &/ Subject Salamander MIME S/MIME &/

Axolotls are the best salamanders. Fire salamanders are the best salamanders.

(2 Done

G0 ' c5¢ (2 Done
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WHAT CAN WE DO ACGAINST |17

e Detect garbage bytes (unreliable)
e Expect encrypted emails to be signed
e Introduce key commitment in future S/MIME version
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Konstantin Weddige
= kw@lutrasecurity.com
@ @weddige@gruene.social

AAN

&= [Utrasecurity.com

§IIEI

Er



mailto:kw@lutrasecurity.com
https://gruene.social/@weddige
https://lutrasecurity.com/

