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WHY DOES PHISHING EVEN
WORK?



PHISHING EXPLOITS TRUST
in the situation
in the sender
in the medium (e.g. email)



KOBOLD LETTERS
Conditional formatting of HTML emails
Different content before and after forwarding
https://lutrasecurity.com/en/articles/kobold-letters/
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<!DOCTYPE html>

<html>

<head>

<style>

.kobold-letter {

display: none;

}

.moz-text-html>div>.kobold-letter {

display: block !important;

}

</style>

</head>

<body>

<p>This text is always visible.</p>

<p class="kobold-letter">This text will only appear after forwarding.</p>

</body>

</html>
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WHAT CAN WE DO AGAINST IT?



Get rid of HTML email
   ⇨ nice, but unrealistic
Remove complicated formatting
   ⇨ e.g. Thunderbirds Simple HTML
Forbid <style> blocks in email
   ⇨ reliable, but will ruin most newsletters



THE GOOGLE CASE
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SALAMANDER MIME
Exploitation of missing key commitment in S/MIME
Different content for each recipients
https://lutrasecurity.com/en/articles/salamander-mime/

https://lutrasecurity.com/en/articles/salamander-mime/


INVISIBLE SALAMANDERS
Fast Message Franking: From Invisible
Salamanders to Encryptment
Yevgeniy Dodis, Paul Grubbs, Thomas Ristenpart, and
Joanne Woodage

Attack against Facebook's attachment franking scheme
Missing key commitment
AES-GCM

https://ia.cr/2019/016

https://ia.cr/2019/016


ADOPTION FOR S/MIME

1. Use AES-CBC instead of AES-GCM
2. Construct suitable emails
3. Assemble everything
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THE EMAIL
Message 1

Message 2

Content-Type: multipart/alternative; boundary="salamander-mime"

--salamander-mime

Content-Type: text/plain; charset="us-ascii"

Axolotls are the best salamanders.

--salamander-mime

Content-Type: text/foo

fY@*sDqqBz&YJmHdob3fLD5FAPildU#R4N�D2yE8dT

vWVoXzg23Kf4B!kftplgHi*KZM!4i5dhTkPnRcHFwM



THE EMAIL
Message 1

Message 2

Content-Type: multipart/alternative; boundary="salamander-mime"
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Message 1

Message 2

#iDALu2bV*UhlDruHK8N#5icy3W8owndQLac@k@BQP#mNe6mh5cSsF!avCCHGoP

gSVfSw$84!bi7XYST

jCYqvTamABbe*rnMNl@&H$Znnn6cH6E#qxNg#*T6G7AZ

k6EH!RKmzJBkWVAdcck#j!uXoURqJ4dYh9

HMqo3v4hy*dMPR%5n

ij%#5Su@#ArmBo#$zW75AH

Content-Type: text/plain; charset="us-ascii"

Fire salamanders are the best salamanders.



THE ENVELOPE
Create S/MIME message according to S/MIME 4.0 (RFC 8551)
The enveloped data (RFC 5652) includes

Encrypted content
Encrypted content-encryption keys per recipient



AFFECTED CLIENTS
Thunderbird
Evolution
Outlook

⇨ Every S/MIME client is affected



THE DEMO
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WHAT CAN WE DO AGAINST IT?
Detect garbage bytes (unreliable)
Expect encrypted emails to be signed
Introduce key commitment in future S/MIME version
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