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Jonathan Prince

Senior Consultant at NVISO

Was a kid in the 80s

Owns an AS/400

Is building a Dalek
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Shoutout

Phil Young & Chad Rikansrud

aka.

Soldier of Fortran
&

Bigendian Smalls

Authors of the Evil Mainframe course

The OGs of Mainframe Hacking
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The last mainframe will be unplugged on March 15, 1996

Stewart Alsop - 1991
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Stewart Alsop - 2002
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Myth #1

Mainframes are outdated, technological dinosaurs
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Meanwhile, in the 60s…



Classification: Internal

IBM Z16

On-Chip AI processing

Quantum Safe

Up to 40TB of RAM

250Gb/s inter processor 

communication

Up to 19 billion business 

transactions/day

Availability level of seven nines

Tested withstand 8.0 earthquake

Statistics (2020)

90% of Credit Card transactions

77/100 Top Banks

All the Top 10 Insurers

71% of the Fortune 500

68% of the worlds IT workload

Market size of $2.5 Billion in 

2023, with a CAGR of 6.4% 

forecast until 2032
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Myth #2

Mainframes are impenetrable digital fortresses
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Why aren’t Mainframes 

immune to compromise?

It’s a computer.

Built by Humans.

Configured by Humans.

Maintained by Humans.

Used by Humans.
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Logica/Nordea

Execution
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Logica/Nordea

Execution
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Logica & Nordea

Well documented Mainframe compromise

Attributed to Gottfrid Svartholm a.k.a. anakata

Initial access via stolen credentials

Used 2 zero-day vulnerabilities

Developed exploits using Hercules Emulator
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Challenges

Current Issues and the Future of Mainframe Security
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Oversight

Out-of-Scope

Testing Deficit 

Perspective

Skill Gap

Experience is Retiring

New blood is limited

Steep Learning Curve

Approachability

Community

Access to z/OS

Limited Training
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Demo

Let’s Hack the Gibson
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Conclusion

Where do we go from here?
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Hack All the ThingsLearn Something 

Different

Create and Build 

Communities (Hack the Planet?)
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Thank you for your Attention

jonathan.prince@nviso.eu
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